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Abstract

The topic is relevant due to insufficient conceptual development of the problems of cyberwar as a social phenomenon and
the lack of comprehensive sociological analysis of the perception of its realities by modern Ukrainian society based on empirical
material. The paper presents and analyzes the results of a sociological survey on the impact of cyberwar on Ukrainianhood. The
authors discuss the essence and provide definitions of the concepts "cyberwar", "cyberweapons" and "military cyberattack”. The
research discusses the threats to cyber security of Ukraine and it has been found that cyber war is perceived by the population as
one of the components of the Russian-Ukrainian war. The research considers cybervandalism, propaganda attacks, information
gathering, service denial attacks, interference with the operation of equipment, and critical infrastructure objects as acts of hostilities
in cyberspace. The survey conducted allowed the authors to determine the level of awareness about them and the consequences of
their perception by society. The importance of the human factor in cyber warfare is emphasized and informational and psychological
special operations are identified as one of its directions. The paper establishes the level of influence of information and psychological
special operations on the population, as well as presents and analyzes statistical data on cyber attacks in Ukraine and globally. The
results of the study indicate that almost 70% of Ukrainians have personally encountered propaganda attacks, and more than half
of the respondents — unauthorized collection of information and service failure. Almost every second Ukrainian has been a victim
of a mass software, application or other resource failure on the Internet once or number of times. Almost two-thirds of Ukrainians
have at least once become a victim of information warfare operation, with more than 90% of the people realizing the level of
threats from them and their negative impact on moral and psychological state of the population. It was established that the efforts
of the Ukrainian cyber army are highly evaluated by the population. It is emphasized that cyber warfare is an important factor in all
modern and future military conflicts, and the majority of the world population is aware of this.

Keywords: cyberwar, cyberattack, cyberweapons, cyberspace, cyber threat, propaganda, information and psychological
special operations, cyber army

PeaJtii Ki0OepBiiiHA B CIPUIHATTI YKPAIHCHKOIO COLIiyMY:
COLIOJIOTIYHMIA aHAJII3

IlesomoBcbka Okcana, Copokina JlronMmuia
/Ininpoecvkuii deprcasnuil mexniynuit ynigepcumem (Kam’ancoke, Yxpaina)

AHoTauis

AKTyaJbHICTh TEMH 3yMOBIICHA HEZ0CTAaTHHOIO KOHIIENTYaIbHOIO PO3pO0KOI0 pobiieM KibepBiiiHH SIK colianbHOro (heHOMeHa
Ta BIJICYTHICTIO KOMIIIEKCHOTO COI[IOJIOTIYHOTO aHalli3y CHpUHHATTS ii peaisiif CydacHUM YKpaiHCBKMM COIIlyMOM Ha OCHOBI
emmipuaHoro marepiany. [IpeacrasneHo Ta mpoaHaai30BaHO PEe3yAbTATH COLIOIOTIYHOTO OMMUTYBAHHS LIO/I0 BILIMBY KiOEpBIHHHN HA
yKpaiHcTBO. PO3riisiHyTO CyTHICTD 1 HaaHO aBTOPCHKI Ae(iHiLil HOHATTAM «KibepBiiiHay, «kibep30pos» 1 «BilicbKoBa KibepaTakay.
JlocuimkeHo peabHi 3arpo3u Kibepoesren, 3 SKUMHU CTHKAEThCsl YKpaiHa i BUSIBIICHO, 10 KiOepBiliHa YCBIJOMITIOE€ THCSI HACEICHHSIM
OJTHHM 3 HaIPSIMKiB POCIHCHKO-yKpaTHChKO1 BiliHH. Po3ImIsHyTO KibepBaHaIi3M, MPOMaranANCTChKI aTaky, 301p iHpopMmarii, aTaku
THUITy BiIMOBH B OOCIyroBYBaHHI, BTpy4aHHsI B p0oOOTy oOJaJHAHHS Ta Taku Ha 00'€KTH KPUTHYHOI iHPPACTPYKTYpH SIK aKTH
OoifoBux miif B KibeprpocTopi. 3a pe3ynbraTaMH aHKeTYyBaHHS BCTAHOBJICHO PiBEHb MPOIH(GOPMOBAHOCTI MPO HHUX Ta HACIIIKH
COpUIHATTA 1X coniymMmoM. HaromnoreHo Ha 3Ha4eHH1 JTFOACHKOTO YHHHUKA Y KiOepBiiiHi Ta BU3HAYSHO iHPOpMAaLiHHO-TICHXOIOTiYHI
crieroriepeatii oaHUM 3 11 HanpsMKiB. BCcTaHOBIICHO piBeHb MOIIMPEHHS BIUIMBY iH(GOPMALiHHO-IICHXOIOTIYHUX CIELOIeparii
Ha HaceneHHs. HaBeneHo 1 mpoaHamizoBaHO CTATHCTHYHI JaHi MO0 KibepaTak B YKpaiHi Ta cBiTi. Pe3ynsratu nocCimimKeHHS
cBimgarh, mo Maibxe 70% ykpaiHIiB 0COOMCTO CTHKAIHCS 3 MPONAraHJUCTCHKUMU aTakaMu, a OLIbIle TTOJOBHHU ONMUTAHUX — 3
HECaHKIIOHOBaHNM 300poM iHdopMarlii Ta BiAMOBOIO cepBiciB. [IpakTHYHO KOXKEH APYTHid yKpaTHEeIb OJIMH YH JeKiibKa pa3iB OyB
JKepTBAaMH MacoBOTO 30010 IIPOrpaMHOro 3a0e3leueHHsl, J0oAaTKiB abo IHIIMX pecypciB y Mepeski iHTepHeT. Make JBI TPeTHHU
yKpaiHIiB xoua 6 pa3 craBamu skepTBoto II1CO, ane mpu npomy 6imemr Hixk 90% po3ymie piBens 3arpos Bix IIICO i ix HeratuBHMit
BIUIMB Ha MOPAJIbHO-TICHXOJIOTIYHUI CTaH HaceJIeHHs. BCTaHOBIIGHO, 10 AisUIBHICTE YKPATHCHKOTO KiOepBiiichbKka ayiKe O3UTHBHO
OLIHIOETHCS HacesneHHs M. Haromnommeno, kibepBiliHa € BaXKIHBUM (aKTOPOM B yCiX CydacHHX i MalHOyTHIX BIICBKOBHX KOHQIIIKTaX
1 1€ YCBIJOMITIOE OUTBIIICTH CBITOBOTO HACETICHHS.

Knio4yoBi cnoBa: «kiGepsiiina, kibeparaka, Kibep30posi, KibeprmpocTip, Kibep3arposa, mpomarauga, iHdopmaiiHo-
TICHXOJIOTIUHI criernoneparii, kibepapmist
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Introduction.

The issue of cyber warfare is extremely relevant
in modern conditions, since the full-scale Russian-
Ukrainian war is the largest military conflict of the
21st century, which, along with combat operations at
the front, also includes large-scale cyber operations on
both sides. Cyber attacks on critical infrastructure, cyber
espionage and cyber propaganda are all modern realities
that have become almost commonplace and are actively
used within the framework of the conflict. Today, the
cyber attacks, including those aimed at various objects
of critical infrastructure, are carried out every minute,
and their intensity is constantly increasing. Every year
sees them become more and more sophisticated and
destructive for the counties, organizations and citizens of
the world. The British magazine The Economist already
defines cyberspace as the fifth sphere of war, after land,
sea, air and space, and paraphrasing K. Clausewitz, it can
be argued that cyberwar is a modern tool of the enemy to
make the adversary submit to their will.

The topic of cyberwar is extremely topical, but its
conceptual scope is yet to be elaborated. Despite its
considerable relevance, in the modern scientific space
there are practically no scientific publications dedicated
to the sociological dimension of cyberwar and its
specific aspects. The available articles focus mostly
on its normalization in the legal field, highlighting the
essence of the phenomenon of cyberwar and its features,
analyzing the most famous cyberattacks, etc. It is only
recently that scientific investigations of this phenomenon
began to appear in sociological and political discourses.
In this context it is worth mentioning the works by D.
Dubov, M. Yenin, Yu. Zavhorodnaya, O. Zaporozhets,
M. Kuts, Yu. Seda, A. Slobodianyuk, M. Trebin, O.
Severynchik, P. Fedorchenko-Kutuyev, and others.
Paying tribute to the scientific work of all researchers,
we note that at the moment, the topic of cyber warfare
has not been considered comprehensively, and its
practical sociological studies are practically absent. A
comprehensive analysis of the realities of cyber warfare
as perceived in modern Ukrainian society is important for
understanding the impact of this phenomenon on various
spheres of social life.

Thus, the purpose of our article is to provide a
comprehensive study of cyberwar as a social phenomenon
and conduct a sociological analysis of the perception
of its realities by modern Ukrainian society based on
empirical material.

Results.

In modern scientific discourse, there is no unified
interpretation of cyberwar as a social phenomenon, and
it can be interpreted differently. Thus, one of the earliest
interpretations defines cyber warfare as the conduct or
preparation for the conduct of military operations in
accordance with the principles of information influence
and it was noted that it involves purposeful disruption of
work or destruction of information and communication
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systems which also include elements of military culture
(Arquilla & Ronfeldt, 1993 ). In contrast to this, it has
become quite frequent to define cyberwarfare not as
a synonym for information operations, but as their
component, along with psychological operations,
military cunning, security operations (Beidleman, 2009).
From a practical point of view, cyber warfare is defined
as the actions of one country aimed at penetrating the
computers or networks of another country to cause
damage or destruction (Clarke & Knake, 2011). Currently,
the concept of cyber war is used both in a broad sense
(as systematic actions of countries against each other
in cyber and information space) and in a narrow sense,
when it comes to a series of cyber attacks or acts of cyber
vandalism.

In our research, we will proceed from the
understanding of cyberwar as the highest degree of
struggle of countries or other politically organized
subjects in the virtual electronic space, which is embodied
in a coordinated system of permanent mass actions
using electronic and digital means, mainly related to
information technologies (state weapons), on a sufficient
scale and with a high level of intensity, for attacks on
the appropriate means of the adversary, in order to cause
damage or disrupt their functioning, undermine trust in
the power structures and disrupt overall state's activities.

Today, military structures use cyberspace as a kind
of a "parallel battlefield", and aggressive actions in
information and cyber space are used to enhance the effect
of traditional operations with the use of conventional
offensive weapons. This is confirmed by statistical data
on the number of cyber attacks. According to Microsoft,
as of June 2021, the United States (46%), Ukraine (19%)
and Great Britain (9%) lead the ranking of the countries
most attacked by criminals from other countries and
suffering the most from cyber attacks. The greatest threat
among all countries is Russian hackers, carrying out 58%
of all attacks (Special report: Ukraine, 2022).

Cyber attacks preceded the full-scale Russian-
Ukrainian war. If in 2020, there were recorded 800 full-
fledged cyber attacks in Ukraine, in 2021 - 1400, and in
2022 their number exceeded 4000. Immediately on the
eve and at the beginning of the war, Russia carried out
perhaps the world's largest salvo of destructive cyber
attacks on hundreds of systems of power organs, IT
sector, energy and financial companies. The purpose of
these attacks was to obtain information for direct military
operations and to undermine the authority of the Ukrainian
government. According to the State Service for Special
Communications and Information Protection, during
2022, Russia carried out 2194 cyber attacks on state
bodies. A quarter of them targeted government agencies,
while others attacked systems in the energy, security and
defense sectors, telecommunications, financial sector,
and logistics (Cyber warfare is a modern reality, 2023).
At the same time, as a rule, cyber and military operations
shared common goals — criminals engaged in cyber
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attacks tended to choose the same geographic locations
or sectors as Russian troops, and around the same time.

However, according to foreign intelligence, there
were much more Russian cyber attacks against NATO
and Ukraine than publicly disclosed, and Ukraine
largely repelled them (Sakellariadis & Miller, 2023). As
evidenced by Thales's Cyber Threat Intelligence data,
a new geography of attacks has been formed over the
past 12 months — if at the very beginning of a full-scale
war, the majority of incidents concerned only Ukraine
(50.4% in the first quarter of 2022 against 28.6% in the
third quarter), EU countries observed a sharp increase
in conflict incidents over the past six months — 46.5%
against 9.8% of global attacks (From Ukraine to, 2023).

However, despite the fact that a purely cyber
war remains unlikely for a long time, the majority of
the Ukrainian population — almost 93% - considers
cyberspace to be the new battlefield of confrontation
between enemy countries, with 77.2% of the respondents
noting that hostilities are already occurring in the plane of
cyberspace. An even larger share of respondents, namely
81.5%, believes that cyber war is one of the directions of
the Russian-Ukrainian war (Fig. 1). These data are the
authors’ own research coming from a sociological survey
conducted by the questionnaire method (n=425 people)
in January 2023.

rather no; 0,7

difficult to answer;
5,1

no; 1,3

rather yes; 11,4 ‘

yes; 81,5

Figure 1. Distribution of respondents' answers to the question "Do
you think the cyberwar is one of the directions of the ongoing Russian-
Ukrainian war", in %

American experts are also convinced that the Russian-
Ukrainian war is being waged in cyberspace and note that
Ukraine has thwarted many of the Russian cyberattacks
and was able to quickly recover from others, emphasizing
the significant preparedness of Ukrainian cyber forces
(Sakellariadis & Miller, 2023). Today, we cannot name
a single fully successful Russian cyberattack other than
the disruption of the Viasat satellite communications
network, which disrupted communications across Europe.
But no subsequent Russian cyber attack has had visible
consequences of comparable military significance, and
the rate of attacks plummeted just weeks into the war. In
fact, the defense against attacks in cyberspace has proven
to be much stronger than the attack.

Cyber threats faced by both ordinary "users" and the
country on the whole can generally be divided into three
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groups: cybercrime, cyberterrorism, and cyberwar. The
fundamental difference between these types of threats is
that cybercrimes are committed by hackers to improve
their financial status or reputation; they are manifestations
of hooliganism and acts of vandalism in cyberspace.
Cyber-terrorists see the intimidation of a specific
country population and damage to the infrastructure
for additional pressure on political and ideological
opponents as their main goal. Cyber warfare involves
coordinated special operations in cyberspace conducted
by a certain state against another. According to Cobalt's
2022 Cybersecurity Statistics, 86% of all cyberattacks are
motivated by financial gain, with government espionage
the second leading motivator for cyberattacks. 560,000
new malware are discovered daily, and the number of
malware infections has increased by 87% over the past
10 years (Cybersecurity Statistics, 2023). Such technical
and software tools that aim to have a destructive effect
on other information systems (viruses, zombie networks,
DOS and DDOS attacks) are considered cyberweapons.

The open methods of cyber warfare include cyber
attacks and cyber defense, while the covert ones
include surveillance, traps and ambushes in cyberspace.
Generally speaking, a cyber attack is a deliberate activity
to alter, damage, undermine or destroy computer systems
or networks used by an adversary, or the information and/
or programs resident in them or transmitted through those
systems or networks (Lin, 2012).

Cyberattacks can be offensive and defensive and are
carried out using computer equipment in particular or the
capabilities of cyberspace in general, and most often —
with the use of specially developed means, that is, cyber
weapons. In our opinion, cyber attacks can be defined as
acts of military aggression if they are carried out with
the direct participation or under the patronage of enemy
states and are aimed at the destruction of various types of
critical infrastructure objects, while the consequences of
such acts of aggression can be extremely destructive and
turn into real threats to people's lives. A special feature
of cyber attacks in this case should be coordination and
systematicity.

In the context of cyber warfare, the following types
of attacks are usually distinguished:

- cybervandalism — involves changing or destroying
the content of a website or page in social networks with
the purpose of causing harm, for example, hacking a page
and replacing its content with offensive or propaganda
images, as well as targeted and permanent destruction of
data with the purpose of causing harm;

- propaganda attacks — sending and posting of
messages aimed at spreading among the public certain
statements, facts, arguments in favor of the enemy, aimed
at establishing control over the minds and thoughts of
people;

- collection of information — hacking of private
pages or servers to collect secret information or replace it
with false information useful to another state;
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- denial-of-service attacks (DoS, DDoS attacks) —
attacks from various computers to disable the functioning
of websites or computer systems; such attacks prevent
legitimate users from accessing a website by flooding it
with forged requests and forcing the website to process
those requests;

- interference in the operation of equipment is an
attack on computers that control the operation of civilian
or military equipment, which leads to its shutdown or
breakdown;

- attacks on critical infrastructure objects — attacks
on computers, and automation systems, technological
process management, which ensure the vital activity of
cities, their infrastructure, such as telephone systems,

water supply networks, electricity, fire protection,
transport, etc.

Global statistics as of 2023 show that there take place
more than 2200 attacks daily, which amounts to almost one
cyberattack every 39 seconds. The most common cyber
attack is hacking, its frequency being 45%. Errors as causal
events and social attacks account for 22% each, malicious
software — 17 %, misuse by authorized users — 8%, and
physical attacks for 4% (Cybersecurity Statistics, 2023).

According to data of the sociological survey conducted
by us, it was established that the vast majority of citizens
are aware of all of the above types of attacks, but the
undisputed leaders are propaganda attacks and information
gathering — 84% and 77.3%, respectively (Table 1).

Table 1.

Awareness of cyber attacks and personal experience, in %, according to the author's survey

Distribution of answers to | Distribution of answers to the
. the question: “Which of uestion: “Which kinds of
Kinds of attacks theqpresented kinds of Ir?ternet attacks did you face

attacks do you know”, % personally?”, %

Vandalism 64,7 34

Propaganda 84 69,3

Collection of information 77,3 52,7

Service failure 74 52

Interference in the functioning of 49,3 15,3

equipment

Attacks on critical infrastructure 60 17,3

There is quite a large number of groups of people who
are aware of such cyber attacks as service denial (74%),
vandalism (64.7%) and attacks on critical infrastructure
(60%). The smallest number of respondents are aware of
cases of interference in the operation of equipment with
the help of cyber tools, which, in our opinion, is due to
the fact that typically the interference in the operation
of equipment at current stage of the Russian-Ukrainian
war is more connected with real physical destruction than
with cyber influence.

Simultaneously, it was established that 69.3% of
respondents personally encountered propaganda attacks,
52.7% did so with unauthorized collection of information,
and 52% - with service denial. Almost one in three
respondents encountered manifestations of vandalism, one
in six with attacks on critical infrastructure, and one in
seven with interference in the operation of equipment. At
the same time, it was found that more than half of citizens,
namely 55.3%, were victims of a mass failure of software,
applications or other resources on the Internet one or multiple
times. Some respondents witnessed attempts of DDoS
attacks, for example, on applications or official websites
of the country's leading banks. At the beginning of the war,
thousands of volunteers participated in cyber actions against
Russia and to protect Ukrainian network targets.

A fairly significant share of respondents have
experienced attacks using malicious software — 60.7%, of
which 52.7% of gadgets were attacked once or multiple
times. Only every third of those surveyed noted the
absence of virus attacks in their virtual life, which may
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indicate the effectiveness of anti-virus software and
general awareness of cyber security issues.

While the tools of cyberspace conflict are technology-
based, the methods are human-centered (Lin, 2012).
Indeed, the real struggle for cyber security concerns
not only technical issues, but also a struggle for proper
human behavior. K. Clausewitz defined war as an act
of human relations and emphasized the importance of
the moral factor in war. According to Cybint, nearly
95% of all digital breaches are due to a human error
(Cybersecurity Statistics, 2023). Obviously, modern
military operations in the ICT environment are not
limited only to informational and technical influence:
informational humanitarian or cognitive influence on
an individual or collective consciousness is also a part
of them. In this context, it is worth paying attention to
information and psychological special operations (IPSO)
in cyberspace. The types of IPSO in cyberspace include
the dissemination of pseudo-insider information, the
publication of fake news about the achievements of the
occupying forces, the publication of fake photos and
video materials with the aim of discrediting the efforts
of the Armed Forces and the country's leadership, as well
as the distribution of materials openly intimidating the
population and undermining the morale in the rear and
on the front line.

The sociological survey permitted the authors to
establish that 65.4% of respondents had at least once been
a victim of IPSO, as opposed to 21.3% who were exposed
to propaganda influence (Fig. 2).
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Figure 2. Distribution of answers to the question "Have you been a victim of
information and psychological manipulation at least once since February 24,
2022?", in % according to the author's survey

Itis quite positive that more than 90% of the population
(70% - fully and 20.7% - rather so) are aware of the threat
of IPSO and define it as a weapon aimed at undermining
the moral and psychological state and, accordingly, select
the information resources more consciously. Despite
its skills and experience in disinformation, Russian
propaganda failed to hide the indisputable evidence of
aggression, violations of international law and horrific
instances of human rights abuses that were made public
on many non-governmental resources.

The scope and scale of penetration of information and
communication technologies is growing steadily every
minute and carries with it not only advantages, but also
threats. Sociological studies show that cyber conflicts
and cyber wars as their highest manifestation disturb not
only the population of Ukraine, but also the one of such
countries as the USA, Great Britain, Germany, etc. In
particular, in April 2022, 93% of Americans fear that a
foreign country may wage a cyber war against the United
States. Conversely, only 19% of respondents were "100%
confident" of the government's ability to protect citizens
from the effects of cyber warfare. More than one-third of
Americans (35%) are taking steps to prepare for cyber
warfare (Konkel, 2022). About 75% of German citizens
stress that they fear cyberwars, 55% fear cyberwars
without military escalation, and 20% are concerned about
cyberwars with subsequent military escalation (Opinions
about fear, 2022).

It must be stressed that the confrontation of countries
in global cyberspace is extremely active, as evidenced,
in particular, by the creation of special cyber units in
various countries and the accumulation of funds invested
in ensuring cyber security. In the Ukrainian context, the
cyber army welcomed to its ranks not only IT workers,
but also many active ordinary citizens who, in the first
months of the war, participated in attacks on Russian
digital resources. Our sociological survey found that
88.5% of the surveyed respondents are well aware of
the creation of the cyber army of Ukraine, however, the
evaluations of its activities somewhat vary, although
they are mostly positive. It was found that 33.8% of
respondents evaluate the efforts of the Ukrainian cyber
army unequivocally positively and 39.2% - rather

10

positively. Negative evaluations are extremely rare and
occur only in 2.7%. The nature of the answers may
indicate insufficient awareness of the respondents and
the specific nature of the activities of cyber activists. The
most impressive thing about a military cyber attack is that
it is invisible to the naked eye. If it succeeds, it becomes
known that the site has stopped working. But the work
of specialists on its detection and counteracttack in most
cases remains invisible to ordinary citizens.

Conclusions.

Thus, our analysis allowed us to confirm that cyber
war is a reality and Ukrainian society is fully aware of it.
The numerous attacks that were directed at Ukraine before
and during the full-scale invasion proved that cyberspace
is indeed a recent field of military struggle. Cyber war
is a set of actions of politically organized subjects in
cyberspace with the use of cyber weapons in order to
cause economic, informational and physical damage to
the enemy. The vast majority of Ukrainians emphasize
that hostilities are already taking place in cyberspace
and believe that cyberwar is one of the directions of the
Russian-Ukrainian war. The most common cyberattacks,
and in fact, combat operations in cyberspace, are cyber
vandalism, propaganda attacks, information gathering,
denial-of-service attacks, interference with the operation
of equipment, attacks on critical infrastructure objects.
According to the results of the author's sociological
survey, it was established that almost 70% of respondents
personally encountered propaganda attacks, more than
half of the respondents suffered from unauthorized
collection of information and denial of services. Almost
one in two Ukrainians has been a victim of a mass failure
of software, applications or other resources on the Internet
once or multiple times. Information attacks are carried
out every day, both on government structures and on
ordinary people through social engineering. Almost two-
thirds of Ukrainians have at least once become a victim
of IPSO, but at the same time, more than 90% realize
the level of threats from IPSO and their negative impact
on the moral and psychological state of the population.
The statistics of attacks carried out around the world in
the economic, political and other sectors is only growing,
which indicates that the confrontation between the
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world's leading political and economic structures has also
moved into the plane of cyberspace.

Cyber weapons, along with disinformation,
manipulation of public opinion, economic warfare,
sabotage, etc., are already included in the arsenal of tools
of war. In the context of ongoing Russian-Ukrainian
war cyberattacks have turned out to be a new form of
weapon, although they can change the situation in future
conflicts dramatically. Typically, history shows that a new
form of weaponry used in the current conflict becomes
significantly more advanced, more sophisticated, and
more destructive in the next major conflict. Paradoxically
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