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Abstract

The purpose of the study is to determine the features of national security technologies in the domestic and foreign policy of
the state. The relevance of the research topic is due to the insufficient attention of researchers to the technological approach as
a fruitful heuristic tool and national security technologies of the state as effective means of its domestic and foreign policy. The
results of the study are the identification and characterization of national security technologies in the domestic and foreign policy
of the state. The author summarizes his research in the conclusion. National security technologies are effective means for the state
to ensure freedom from direct or indirect threats and risks, as well as protection from the destructive influence of various actors,
forces and factors to its citizens in the physical, social, environmental, economic, food, medical, psychological, political, cultural,
and technological dimensions. From the standpoint of protecting national interests, national security technologies are tools for
effective protection of the state's interests, as well as means of strategic and operational response to potential and actual threats to
the realization of these interests. Based on the territorial boundaries of the state, the author distinguishes between technologies of
domestic and foreign policy. According to this criterion, domestic policy technologies include social security technologies, economic
security technologies, multiculturalism technologies, deliberative democracy technologies, free and fair elections technologies,
reputation government management technologies, spiritual security technologies, axiological security technologies, human rights
guarantee technologies, environmental security technologies, information security technologies, technologies for preventing
income inequality, anti-money laundering technologies, protecting sovereignty technologies, preventing and resolving conflicts
technologies, and legitimizing political power technologies. Foreign policy technologies include public diplomacy technologies,
geocultural technologies, alliance formation technologies, deterrence technologies, technologies of international propaganda
and counter-propaganda, strategic partnerships, cybersecurity technologies, intelligence and counterintelligence technologies,
interdependence technologies, arms limitation technologies, coalition building technologies, coercive diplomacy technologies, and
collective security technologies.
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TexHouorii HAIOHAJBbHOI 0e3MeKH Y BHYTPILIHIN Ta 30BHILIHIN
MOJIITHILI IeP:KABH

Bucoubkuii Onexkcanap
/Ininpoecekuit nayionanvnuil ynieepcumem imeni Oneca I'onuapa (/[ninpo, Yxpaina)

AHoTauis

Merta pobotH nossirae y BU3Ha4€HHI 0COOIMBOCTEH TEXHOJIOT1H HalliOHAIBHOT OS3IIEKH Y BHY TPIIIHIN Ta 30BHINIHIN TOJITHII
JIepKaBU. AKTYaJbHICTh TEMU OCITIKEHHS 00yMOBIICHAa HEOCTAaTHHOIO YBAarok0 JOCIIIHUKIB O TEXHOJOTTYHOTO MiIXOAY SK
IUTITHOTO €BPUCTHYHOTO IHCTPYMEHTAPIIO Ta TEXHOJIOTIH HalliOHAJIBHOT Oe3IIeKH AepKaBH SIK e()eKTUBHUX 3ac001B 11 BHYTPIIIHBOT
Ta 30BHINIHBOI MOJITHKU. Pe3yjabTaramMm JOCHIIKEHHS € BHSBICHI Ta OXapaKTEPHU30BaHI TEXHOJOTil HAIlOHAIBHOI Oe3MeKH
y BHYTpILIHI} Ta 30BHIMIHIA HOJMITULI JepKaBH. ABTOp HABOJWTh Y BHCHOBKAX ITiJICYMKOBI MOJIOXKEHHSI CBOTO JOCIIJIKEHHSI.
TexHomnorii HalliOHANEHOT Oe3NeKH € e()EeKTUBHIMH 3ac00aMu 3a0e3TeUEeHHS IePKaBOK0 CBOOOIN BiJl IPSIMUX YU HETIPSIMUX 3aTPO3
Ta PU3MKIB, a TAKOXK 3aXHIICHOCTI BiJl JECTPYKTHBHOTO BIUIMBY PI3HOMAaHITHHX aKTOPIB, CHJ Ta YMHHHUKIB CBOIM TpOMajsiHaM
y }i3u4HOMY, COIiaJbHOMY, EKOJOTIiYHOMY, E€KOHOMIYHOMY, IPOZOBOJIBUOMY, MEIHYHOMY, IICHXOJOTIYHOMY, HOJITHIHOMY,
KyJIBTYPHOMY Ta TE€XHOJOTIYHOMY BUMipax. 3 MO3UIIi 3aXMCTy HAlllOHAIBHUX IHTEpPECiB, TEXHOJOT1i HAIllOHAIBHOI OE3MeKH €
IHCTpyMEHTaMHU e(QEeKTHBHOIO 3aXMCTy IHTEPECiB JEp)KaBH, a TAKOXK 3acO0aMH CTPATEriyHOrO i ONEepPaTHBHOIO pearyBaHHS Ha
MOTSHIIHHI Ta aKTyalbHi 3arpO3u peaiizamii nux inTepeciB. Ha 0CHOBI TepUTOpia IbHUX MEX JCPIKABH aBTOP BHUILISE TEXHOIOTIT
BHYTPILIHBOI Ta 30BHINIHBOI MOJITHUKH. BIiAMOBIAHO O I[bOTO KPHUTEPilO, A0 TEXHONOTiH BHYTPIIIHBOI MOJITUKH HaJIeXKaTh
TEXHOJIOTii coniaJIbHOT O€3MEeKH, TEXHOIOTI] eKOHOMIYHOI Oe3IIeKH, TEXHOJIOT1] MyIBTHKYIIBTYPali3My, TEXHOJIOTIT AenioepaTnBHOT
JIEMOKpATii, TEXHOJIOTIi BUIbHUX Ta CIIPaBEAIMBUX BHOOPIB, TEXHOJOTI] KEPYBaHHS PEIyTaIl€l0 IEPKABHUX OPTraHiB, TEXHOIOTI]
JTyXOBHOT O€3IeKH, TeXHOJIOTIi aKCiooriqHoi Oe3IeKH, TEXHOJIOT1T TapaHTyBaHHsI IIPaB JIFOAWHH, TEXHOJIOTIT eKOJIOTTYHOT Oe31eKHy,
TEXHOJOTIi iH(popMamiiHOi Oe3MeKH, TEXHOJOTil MOoNepeKEHHsI HEpiBHOCTI MOXOAIB, TEXHOJOTil OOpOTHOM 3 BiIMHBAHHAM
rpoIIeH, TEXHOJOIIl 3aXHUCTy CYBEPEHITETY, TEXHOJOTII MOMEPEIKEHHsI Ta PO3B’sI3aHHS KOHQIIKTIB, TEXHOJOIII JIeriTUMAaIlii
momiTH4HOI Biaju. TeXHOMOrii 30BHINIHBOI MOMITHKH BKIIIOYAIOTH TEXHOJOTIT IMyONIiYHOT JUIIOMATIi, TEOKYIBTYPHI TEXHOIOTIT,
TEXHOJIOTIi COIO3HUIIBKOTO 3B’3yBAaHHS, TEXHOJIOTI] CTPUMYBaHHS, TEXHOJIOTIT MIXKHAPOJHOI MPOIAraHu Ta KOHTPIPOIAraH/y,
CTpATeriyHOrO MapTHEPCTBA, TEXHOJIOTIT KibepOe3nekn, TEXHOIOTIT PO3BIIKM Ta KOHTPPO3BIAKH, TEXHOJIOTI] B3a€MO3aJIeKHOCTI,
TEXHOJIOTii 00MEKEeHHSI BUKOPUCTAaHHS 30p01, TEXHOIOTIi (hOpMyBaHHS KOAILii, TEXHOIOTI] MPHUMYCOBOI AUILIOMATIi, TEXHOIOT1]
KOJICKTHBHOT O€3IeKH.
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BiJITHOCHHH, BHYTPIIIHS NOJIiITHKA, iHpopMamniiiHa Ge3reka, pociiichko-ykpaiHChKa BilfHa
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Introduction.

National security is a key issue of both domestic
and foreign policy. Firstly, the existence of the state
depends on ensuring its national security, and secondly,
the successful realization of other national interests.
Neglecting the national interests of the state in the field
of national security leads to political instability and
weakening of the country's role in the international arena.
Therefore, the issue of ensuring the national security of
the state should be considered in the unity of its domestic
and foreign policy. To a large extent, the security problem
depends on the means that can ensure its solution with high
efficiency. Such means are national security technologies,
the study of which brings the research, firstly, to a more
understandable and structured theoretical level, and
secondly, gives it practical significance. In other words,
knowledge about national security, comprehended within
the framework of the technological approach, can become
a factor in optimizing domestic and foreign policy for the
successful solution of national security problems.

The foregoing leads to the formulation of the purpose
of the article, which is to determine the peculiarities of
national security technologies in the domestic and foreign
policy of the state.

The theoretical basis of the article is the works of
modern domestic (Aleksandrova et al., 2021; Stitilis et
al., 2020; Tarasenko et al., 2022; Vysotska et al., 2021;
Manuylov, & Kalinovsky, 2019) and foreign scientists
(Alguliyev et al., 2021; Cruz, 2022; Gilad et al, 2021;
Harris, 2021; Miller, 2022; Pauly, & McDermott, 2022;
Sheen, 2020; Smith, 2020; Sosa, & Dourado, 2022),
devoted to certain aspects of national security and its
provision in the domestic and international dimensions.

Methodology. The study of national security
technologies in the domestic and foreign policy of the state
involves the application of a methodological approach
that can be used to identify them. The technological
approach is such a methodological tool. Thanks to it, we
can identify national security technologies as means of
the state's domestic and foreign policy. The technological
approach is a broad heuristic lens that also involves the
use of general scientific and special methods that help
to consider the diversity of knowledge about national
security in an instrumental and transformative dimension.

Research results.

Any research involves conceptual clarity, so let's
start by expressing its terminological essence.

Security is a state of guaranteed freedom and
protection from direct or indirect threats and risks, as
well as destructive influence in the physical, social,
environmental, economic, food, medical, psychological,
political, cultural and technological dimensions. This
definition emphasizes freedom, firstly, as an opportunity
for a decent existence of an individual, nation or state,
secondly, as a key value of humanity, and thirdly, as
a space for the normal development of any society,
cultural community, individual and preservation of their
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uniqueness in interaction with the environment. The
seeming paradox of maintaining security is the restriction
of freedom of expression, freedom of information and
movement. There is no paradox here, since the space of
freedom of one individual or community is limited by the
space of freedom of other participants in social relations.
And if social or political actors pose a potential or real
threat to other actors, their freedom should be limited in
the interests of the security of possible victims of such
threats.

National security is the freedom of its citizens to live
free from threats and risks, as well as their protection
from the destructive influence of various actors, forces
and factors in the physical, social, environmental,
economic, food, medical, psychological, political,
cultural and technological dimensions, ensured by the
state's potential and its domestic and foreign policies.
The real paradox in the international arena is that some
states, particularly those in the Global South, are ready
to justify and actually support aggression against Ukraine
in order to solve their security problems related to food
and the economy. For example, India has become a
major transshipment hub for reselling Russian oil under
sanctions. Some South American (Brazil) and African
(South Africa) countries offer to make peace on the
aggressor's terms. The paradox is that these international
actors are not in favor of restricting freedom for a state
that is a source of danger to the region and the world
(the threat of nuclear weapons), but rather of condoning
aggression and limiting the security space for the victim
of unjustified aggression and genocide. Such a policy of
the Global South can be called a policy of security at the
expense of the security of others. This raises the problem
of secondary responsibility for aggression, which implies
sanctions against those international actors who explicitly
or implicitly justify aggression and genocide in their
own interests, believing that condoning aggression and
genocide can indirectly improve their food and economic
security.

Based on the above, we define national security
technologies as effective means for the state to ensure
freedom from direct or indirect threats and risks, as well as
protection from the destructive influence of various actors,
forces and factors to its citizens in the physical, social,
environmental, economic, food, medical, psychological,
political, cultural and technological dimensions.

An important concept of the study is domestic policy,
which we define as the activities of the state's governing
bodies to regulate relations and realize important interests
of society on its sovereign territory.

Since one of the important interests of society is
security, the use of national security technologies is
certainly mandatory if it seeks to effectively realize its
goals.

Proceeding from the fact that foreign policy is the
activity of the state to promote its national interests in the
international arena, national security technologies within
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this policy are aimed at expanding the state's participation
in global security governance and creating regional and
global security mechanisms that can provide it with space
and a sufficient level of freedom to protect its national
interests.

From the point of view of protecting national
interests, national security technologies can be defined
as tools for effective protection of the state's interests,
as well as means of strategic and operational response
to potential and actual threats to the realization of these
interests.

In addition to freedom, national security is directly
related to the protection of sovereignty, both state and
personal. It is the inviolability of the sovereignty of
the individual and the state that is evidence of political
security. In other words, political security is not identical
to the stability of a political regime or political institutions,
which can change under the influence of ideologies,
reforms or public dissatisfaction with their functioning.
Political security means ensuring the sovereignty of the
individual, community, society and state, which means
freedom from threats of usurpation and abuse of power
by certain groups of society or the state coming under
external control by powerful geopolitical players or
transnational corporations. Successful external cultural
or political influence can also be interpreted as a soft
loss of state sovereignty, as active public figures become
voluntary supporters of a foreign political system, a
different geoculture or way of life.

National security is also linked to the rule of law
both within the state and on the global stage. It is the rule
of law that is able to protect the space of freedom from
threats and risks, as well as the destructive influence of
various actors, forces and factors. Therefore, the degree
of respect for human rights is an indicator of national
security. Accordingly, the full realization of human rights
depends on ensuring various types of national security -
from protecting life, health and environment to preserving
cultural identity.

In general, we can distinguish between domestic
and foreign policy technologies based on the territorial
boundaries of the state. Domestic policy technologies
include social security technologies, economic security
technologies, multiculturalism technologies, deliberative
democracy technologies, free and fair elections
technologies, reputation government management
technologies, spiritual security technologies, axiological
security  technologies, human rights guarantee
technologies, environmental security technologies,
information security technologies, preventing income
inequality ~ technologies,  anti-money laundering
technologies, protecting sovereignty technologies,
preventing and resolving conflicts technologies, and
legitimizing political power technologies.

Foreign policy technologies include public diplomacy
technologies, geocultural technologies, alliance formation
technologies, deterrence technologies, technologies
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of international propaganda and counter-propaganda,
strategic ~ partnership  technologies, cybersecurity
technologies, intelligence and counterintelligence
technologies, interdependence technologies, arms
limitation technologies (usually representing a set of
actions to conclude and comply with international
conventions on limiting or prohibiting the use of certain
types of weapons), coalition building technologies,
coercive diplomacy technologies, and collective security
technologies.

This is by no means a complete list of national
security technologies in the domestic and foreign policy
of the state, but their listing illustrates the large-scale
technological diversity, the use of which allows the state
to ensure the right of its citizens to live free from threats
and risks, as well as their protection from the destructive
influence of various actors, forces and factors in many
dimensions.

We will try to define the features and role of the key
national security technologies listed above.

Among the security technologies of domestic policy,
legitimizing political power technologies are of particular
importance. First of all, they provide cognitive and value-
based validity and public support for the existing system
of political power. If technologies of legitimation are
not effective enough, this leads to an increase in various
risks and threats to state sovereignty and various aspects
of citizens' lives. M. Weber directly linked legitimacy
to such an important issue for state sovereignty as the
monopoly on the use of violence (Vysotskyi, 2003, 132-
133).

Related to legitimizing technologies of national
security are social security technologies aimed at
ensuring proper social conditions for human and social
life, their resistance to the impact of factors that increase
social risk. Effective implementation of social security
technologies is impossible without proper application
of economic security technologies. Economic security
technologies are effective measures of state authorities
that ensure resilience to external and internal threats, as
well as the ability of the national economy to expand self-
reproduction and meet the needs of citizens, society and
the state.

Technologies of multiculturalism are also related
to technologies of legitimization. Their main goal is
to ensure freedom for cultural diversity in society.
However, technologies of multiculturalism also achieve
security goals such as preventing conflicts and violence
on ethnic, religious and linguistic grounds. Technologies
of multiculturalism include granting special status to
the languages of ethnic groups at the level of regions or
the entire state, recognition of dual citizenship, special
economic regulation in specific territories, setting quotas
for ethnic groups in representative institutions and the
education system, inclusion of traditional holidays of
ethnic and religious communities in the calendar of official
celebrations, and introduction of special programs for the
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protection of specific cultures and social integration of
their representatives.

Deliberative democracy technologies also work as
legitimization tools. At the same time, they are the most
effective technologies for ensuring political security, as
conflict resolution is transferred to the sphere of reasoned
discourse. Deliberative democracy technologies include
initiating public hearings, citizen juries, civic workshops,
and public discussions on issues important to the
community or society as a whole.

Free and fair elections technologies should ensure
that the sovereign power and the will of the people are not
distorted in the formation of elected authorities. They also
work for legitimacy and political security. The free and
fair elections technologies include ensuring real rights
for citizens to elect and be elected to state authorities,
local governments, and other bodies of popular (national)
representation, judicial and other protection of electoral
rights, and public and international election observation.

Reputation government management technologies
are also related to the legitimacy and safe functioning
of the political sphere. They include technologies
of political mythologization, political ritualization
technologies, political nominalization technologies,
production and use of functional symbols technologies,
positioning technologies, attention, emotions and feelings
management technologies.

Information security technologies are aimed at
controlling and regulating information flows, protecting
the national information space, and ensuring the
information sovereignty of the state. Information
security technologies include various media politics
technologies, reflexive control technologies, agenda-
setting technologies, priming technologies, framing
technologies, cyberspace protection technologies,
detecting and forecasting threats technologies to the
vital interests of information security objects, preventing
and neutralizing threats technologies to the information
security of the state.

Spiritual security technologies are aimed at protecting
the spiritual, intellectual and cultural values of society.
According to Y.Manuylov and Y.Kalinovsky, spiritual
security is the foundation for preserving statehood and the
nation's prosperity in the global competition (Manuylov, &
Kalinovsky, 2019). The technologies of spiritual security
include the technology of creating mental barriers, the
technology of constructive fundamentalism, variations
of which include the construction of a national idea, the
restoration of an authentic civilizational identity, and the
remythologization of the past. Within the framework
of spiritual security, we can distinguish axiological
security (Manuylov, & Kalinovsky, 2017; Kalinovsky,
& Zhdanenko, 2022), the effective provision of which is
associated with axiological security technologies.

Environmental security technologies are aimed at
ensuring a clean environment. In particular, they include
sustainable development technologies (Vysotska et al.,
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2021) and green consumption technologies (Vysotska, &
Vysotskyi, 2022).

Technologies of international propaganda and
counter-propaganda serve the goals of national security
both within the framework of domestic and foreign
policy. The essence of propaganda is a constant process of
constructing and intensifying convincing and mobilizing
meanings for people in order to ensure the victory of
some political forces over others in the processes of
competition for power, making important decisions and
realizing the interests of international players on the world
stage (Vysotskyi, & Pavlov, 2020). In the propagandistic
foreign policy space, counterpropaganda technologies are
of particular importance for ensuring national security.
These are preventive, countering (neutralizing) and
offensive technologies. Preventive technologies work
to anticipate the opponent's reaction by clarifying the
situation before it becomes a target for negative messages
from the opponent. Counter-propaganda technologies
are aimed at reducing or neutralizing the enemy's
propaganda. Countering technologies include direct
refutation of enemy propaganda, indirect refutation,
distraction, silencing, restrictive measures, misleading,
prevention and minimization. Technologies of offensive
counter-propaganda are aimed at proactively discrediting
subjects, sources, means and content of propaganda
messages of political opponents. Technologies of
offensive counter-propaganda include, firstly, initiating
topics that reduce the credibility of subjects, sources and
means of dissemination of hostile propaganda, secondly,
ridiculing its values and ideological positions, thirdly,
bringing to absurdity by hyperbolizing the picture of the
world represented by propaganda, and fourthly, irony
over those who tend to believe in the plausibility of the
opponent's propaganda messages (Vysotskyi, & Pavlov,
2020, p. 120). New types of propaganda include post-truth
(Vysotskyi, 2018, p. 132), which has a rich technological
arsenal of influence.

Alliance formation technologies play an important
role in ensuring national security. They are realized
through agreements between states for the purpose of
defense or increasing power capabilities. The alliance
formation technologies include balancing, bandwagoning,
hedging, and binding.

The balancing technology involves the conclusion
of an alliance aimed at countering a threat that is
identified with a state that is a potential military rival.
This technology results in a balance of power in the
international arena.

The bandwagoning technology is based on unequal
cooperation with the state that is the main threat. In
fact, this technology uses the mechanism of asymmetric
concessions to the dominant power and requires a weak
state to accept a subordinate role in relation to its ally.

The hedging technology is the use by a hedging state
of conflicts between states or groups of states for its own
benefit. This technology involves such a state entering
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into low-level agreements with the opposing parties
to the conflict. Turkey is currently using the hedging
technology, simultaneously negotiating with the Russian
Federation and Ukraine.

The binding technology is aimed at concluding an
alliance between states in order to strengthen interstate
cooperation, reduce tensions between them, and create
relations that can contribute to the growth of trust, the
implementation of a common policy in the international
arena and, accordingly, the adoption of coordinated
decisions in international institutions.

Technology of brinkmanship is an important tool for
strengthening national security in the international arena.
It involves bringing a situation to the brink of disaster
in order to take an advantageous position in relation
to the enemy. Before the nuclear era, national security
was based on the balance of power, which was based on
military and economic power. Nuclear weapons added
to aggressive and risky foreign policy instruments the
technology of balancing on the brink of war. To a greater
or lesser extent, this technology is now being actively
used by North Korea, which demonstratively conducts
nuclear missile tests, accompanied by aggressive rhetoric.

A tactical foreign policy tool is the coalition
building  technologies, ~which involves pooling
resources to achieve a common security goal of states.
Unlike alliances, coalitions are created for a specific
purpose. The combination of resources allows coalition
members to exercise more power than they could have
counted on individually. By implementing the coalition
building technologies, less influential members of the
coalition gain access to resources that were previously
unavailable to them. In order to convince other states to
join the coalition, it is necessary to promise them solid
incentives. These incentives may include demonstrating
that important foreign policy goals of these states are
more likely to be achieved by forming a coalition. In
addition, it is important to convince potential coalition
members that the benefits that can be achieved by joining
outweigh the potential costs. The cost of not joining
could be catastrophic for their future. It can be argued
that the anti-Russian coalition of more than 50 countries
was formed largely due to the communication talents of
Ukrainian President Volodymyr Zelenskyy. Therefore,
we partially recognize that an integral element of the
coalition building technologies is the ability to convince
potential members of its necessity.

Among the foreign policy technologies of the state
that have great potential and effectiveness in addressing
security issues, coercive diplomacy technologies occupy
a special place. They are able to change the behavior of
another state by stimulating it with costs and benefits. In
fact, it is almost a pure application of hard power and its
elements such as threats, sanctions, pressure or violence,
but with the simultaneous promise of benefits. The hard
power of coercive diplomacy is intended to force another
state to do something it would not otherwise do, namely, to
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cease or reverse an action. The goal of coercive diplomacy
is to achieve security through forceful persuasion
and without the cost of military action. The factors of
effectiveness of coercive diplomacy technologies are:
1) trust in the state that uses coercion, first of all, in the
reality of its threats; 2) balance of threats of punishment,
promises of rewards for cooperation and confidence in
mutual cooperation; 3) the target state's ability to give
up its interests; 4) political flexibility of the target state.
Interestingly, coercive diplomacy can complement
military actions to increase the cost of intransigence of
the target state and cause internal political destabilization
in it. For example, economic, diplomatic, and legal
sanctions against the Russian Federation make it difficult
for it to conduct military operations on the territory of
Ukraine.

Deterrence technologies definitely belong to the
arsenal of coercive diplomacy. They are aimed at coercing
a state or person from committing an undesirable action
under the threat of harm that will outweigh its possible
benefits.

Collective security technologies play an important
role in shaping the system of mutual self-defense of
states. They are important tools for maintaining peace
and ensuring national security. Their essence lies in
the conclusion of an agreement, the parties to which
undertake to come to the aid of one of its parties in the
event of an attack on one of its parties and repel the attack.
Collective security technology is based on the reciprocity
of obligations to protect the sovereignty and territorial
integrity of allies. Collective security technologies allow
to "borrow" the military potential of other states in times
of threat or emergency. Thanks to collective security
technologies, states receive additional protection and
feel more secure. Participation in the implementation of
collective security technologies allows: 1) participating
states to rely on greater military capabilities; 2) states to
acquire international legitimacy by concluding collective
security treaties; 3) helps to limit attacks between nations
and acts as a factor in guaranteeing compliance with
rules against hostility; 4) participating states to spend
less resources on national security, which is, in fact,
the effectiveness of these technologies; 5) exchange of
security information.

The wuse of information and communication
technologies is a factor in weakening or strengthening
state power and state sovereignty in the international
arena.  Therefore, the use of cybersecurity
technologies aimed at ensuring the stable operation
of information, telecommunication and information
and telecommunication systems and networks of the
country's critical infrastructure is becoming increasingly
important. They should effectively combat hacktivism,
cyber espionage and cyber sabotage and thereby protect
the digital sovereignty of the state. Cybersecurity
technologies include restricting foreign software,
blocking unwanted resources, establishing control over
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Internet access points, indirectly influencing digital
content owners, emergency software updates in response
to a computer virus, backing up data files, developing
firewalls - programs that block unauthorized access to files
or users to a computer, controlling access by unreliable or
unknown users or computer networks, setting passwords,
and encrypting data.

Intelligence and counterintelligence technologies
are important tools for ensuring national security
and are considered to be exclusively the domain of
foreign policy. Counterintelligence technologies
include technologies for detecting, understanding
and countering intelligence threats from foreign
countries. [Intelligence technologies are effective
tools for collecting, analyzing, processing, using and
disseminating information related to threats and hostile
plans of potential adversaries or any other sources
of danger. The main factors of the effectiveness of
intelligence technologies are accuracy and reliability.

Interdependence technologies are used in national
security as one of the main characteristics of the
modern global world. Interdependence technologies are
numerous and operate using both soft and hard power
tools. Interdependence should be understood not only as
the dependence of one state on other states and vice versa.
Interdependence has as many dimensions as there are
channels for international contacts between members of
the global society. Using various channels of international
communication, states apply such technologies as public,
cultural, digital, music, sports, educational, scientific,
visual, fashion, and cinematic diplomacy. According to
the principle of operation, all of these types of diplomacy
belong to public diplomacy, as they use influence on
the foreign public as a tool for implicit, semi-covert
adjustment of foreign policy (Vysotskyi, & Vysotska,
2020). These technologies differ in the specifics of
different types of cultural interaction in international
space. The interdependence technologies that use hard
power include, in particular, the coercive diplomacy
technologies, which we have already discussed.

Among the national security technologies in the
sphere of foreign policy, geocultural technologies should
be singled out, one of the goals of which is to preserve the
cultural identity of the population of the country and its
individual regions.

Conclusions.

Ensuring the interests of national security falls
within the scope of both domestic and foreign policy.
National security is the freedom of its citizens to live free
from threats and risks, as well as their protection from
the destructive influence of various actors, forces and
factors in the physical, social, environmental, economic,
food, medical, psychological, political, cultural, and
technological dimensions, ensured by the potential of
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the state and its domestic and foreign policies. National
security technologies are effective means for the state to
ensure freedom from direct or indirect threats and risks,
as well as protection from the destructive influence of
various actors, forces and factors to its citizens in the
physical, social, environmental, economic, food, medical,
psychological, political, cultural and, technological
dimensions. From the point of view of protecting national
interests, national security technologies can be defined
as tools for effective protection of the state's interests,
as well as means of strategic and operational response
to potential and actual threats to the realization of these
interests. National security is directly related to the
protection of sovereignty, both state and personal. It is
the inviolability of the sovereignty of the individual and
the state that is evidence of political security. Political
security means ensuring the sovereignty of the individual,
community, society and the state, which means freedom
from threats of usurpation and abuse of power by certain
groups of society or the state coming under external
control by powerful geopolitical players or transnational
corporations. National security is linked to the rule of
law both within the state and on the global stage. The
rule of law is able to protect the space of freedom from
threats and risks, as well as the destructive influence of
various actors, forces and factors. Therefore, the degree
of respect for human rights is an indicator of national
security. Accordingly, the full realization of human
rights depends on ensuring various types of national
security, from protecting life and health to preserving
cultural identity. Based on the territorial boundaries of
the state, we distinguish between domestic and foreign
policy technologies. According to this criterion, domestic
policy technologies include social security technologies,
economic  security technologies, multiculturalism
technologies, deliberative democracy technologies, free
and fair elections technologies, reputation government
management technologies, spiritual security technologies,
axiological security technologies, human rights guarantee
technologies, environmental security technologies,
information security technologies, preventing income
inequality  technologies, anti-money  laundering
technologies, protecting sovereignty technologies,
preventing and resolving conflicts technologies, and
legitimizing political power technologies. Foreign policy
technologies include public diplomacy technologies,
geocultural technologies, alliance formation technologies,
deterrence technologies, technologies of international
propaganda  and  counter-propaganda,  strategic
partnerships, cybersecurity technologies, intelligence
and counterintelligence technologies, interdependence
technologies, arms limitation technologies, coalition
building technologies, coercive diplomacy technologies,
and collective security technologies.
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